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About NetDiligence®

Sampling of insurers that we support:

15+ years supporting the cyber liability
insurance industry.

For loss control service, we support the
maijority of cyber liability insurance markets.

We conduct

on

organizations — and their vendors — all sizes

and sectors.

We build/ host

We also support most (60+) cyber risk
insurers — and their insured clients — with
post data breach crisis support via eRisk
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Why Are We Here?
BUSINESS INSURANCE.

Risk managers'
Top 5 concerns for 2014-2015

Changing leglslation  58%

Matural disasters 36%
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http://www.businessinsurance.com/
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Client Concerns: Data Breach Trends

Tip of the iceberg! ... many more (most) undetected or not reported

Datal.ossDB.org Incidents Over Time
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College IT Worry: Data is Everywhere!

Tech Colleges Are:
e Highly Dependent on technology

e Collecting/ sharing vast PRIVATE data
(students, alum, staff)

e Continuing to outsource (CLOUD)
e Replicating data everywhere

e Finding it difficult to trace data flow (i.e. you
data is now in your Cloud’s Cloud)

Data & Dependencies are Everywhere: (1.) Servers; (2.) Corp Databases/Web Applications; (3.) Remote Users (
Laptops/ iPhones); (4.) Back-Up/Storage Facilities; (5.) Service Providers/ CLOUD; (5.b) The Clouds for your
Clouds (6.) Contractor systems, (7.) Credit Card Processors; (8.) Mobile Apps (9) your ‘Big Data’ analytic
marketers etc...
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Cyber Threats Facing Tech Colleges

Insiders: Malicious and Disgruntled Employees/Students

J Changing data/ Deleting data/ Destroying data or programs with logic bombs/ Crashing
systems/ Holding data hostage/ Stealing & selling data/ Entering data incorrectly

Outside Attackers or ‘Hackers’

. Intrusion / hack

. DDoS

. Social Eng (Phish Fight)
. Email Hacking

. Extortion

Viruses & Malware

Non-Malicious — Employees (Email & Mailing errors or lost laptops)

Non-Malicious — System/Coding Glitch
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2 of Many Challenges:
- Protecting wide array of info assets across many nodes!

- Employees & Vendors duped by Phishing!
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Growing Concern: Class Action Liability

Privacy Data Breach Cases
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In the News

» Maricopa College waited 7
months to notify 2.4 million
students of data breach

» Maricopa County
College’s computer hack
cost tops $26M
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Very Common Technical Weakspots (not going away)

PROBLEM 1) IDS or ‘Intrusion Detection Software’ (Bad guy alert system)

. Studies show that 70% of actual breach events are NOT detected by the
victim-company, but by 3" parties (and many more go undetected completely).

J FTC and plaintiff lawyers will cite ‘failure to detect’

PROBLEM 2) Encryption (of private data)
J Vary rarely used P2P or across a full enterprise

(email, web app databases, laptops, clouds etc)

PROBLEM 3) Patch Management- Challenges:
J All systems need constant care (patching) to keep bad guys out.
J Verizon DBIR 2016: over 85% breaches caused by old/ known exploits (Top 10 CVEs. Over 1 yr to 7 yrs old) !

PROBLEM 4) Vendor Mis-Management

J Vendors more often now in care, custody & control of YOUR systems or data

J Often no oversight; little due diligence

J SLAs often disown security assurances (no defense or indemnity contractual provisions; waive right to subrogation)
J 1 on 3 events caused by 3™ party vendor
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What are some exposures?

137

FIRST PARTY FIRST PARTY
BREACH BUSINESS
MANAGEMENT CosTs

Computer Network/Business
Forensics Interruption

Notification Costs

THIRD PARTY
NETWORK
SECURITY

THIRD PARTY
PRIVACY

Unintentional
Disclosure

Unauthorized
Access

Breach of

placking Confidentiality

Data Replacement

Credit
Monitoring/ldentity
Monitering

iolation of Privacy
Policy

Denial of Service

Regulatory
Defense, Fines,

risis Management

Cyber Extortion
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NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

. Sample Size = 176 claims
Detailed partner report now inside your eRiskHub®

$17,035

. Per Breach Costs

. Average breach cost: S665K

. Comment: more representative of ‘main street’ than Wall St,
Small biz = 87% of claims.
. Large Co: S6M (up from last year)
] Per Record Costs

. Average per-record costs: S17K* (median = 540)
*Spiked avg due to 3 big ‘outlier’ claims; one was over a S1M per
record! s136 s34 07
= i 1

. Cost Range: $0.03-S1.6M (pennies to million) ’

AVERAGE COST PER RECORD

$956 $064

| Collaborators in Risk Management |
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NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

. Crisis Service Costs

(forensics, legal counsel, notification & credit monitoring)
. Average cost: 5357K (Median: 543K)

. Breach Coach® lawyers helping control crisis
costs

] Legal Costs
(defense & settlement)

. Average cost of defense: S130K (Median: 516K)
. Average cost of settlement: $3815K (Median: 5250K)

AVERAGE CRISIS SERVICE COSTS
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NetDiligence® 2016 Cyber Claims Study
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HIGHLIGHTS OF FINDINGS —
COMPARING 2016 TO PRIOR YEARS

Average # of Records Exposed & Cost by Type (in millions)

3.7
2l4
: 1.2
! 0.8
‘ 04 92 = 0.4 06
B mB s B I

Per-Breach Cost Crisis Services Legal Defense Legal Settlement

M 2014 W2015 W2016

DISTRICTS MUTUAL INSURANCE
& RISK MANAGEMENT SERVICES

April 2017 - Risk Mitigation Seminar

| Collaborators in Risk Management |



Chart1

		# of Records		# of Records		# of Records

		Per-Breach Cost		Per-Breach Cost		Per-Breach Cost

		Crisis Services		Crisis Services		Crisis Services

		Legal Defense		Legal Defense		Legal Defense

		Legal Settlement		Legal Settlement		Legal Settlement



2014

2015

2016

Average # of Records Exposed & Cost by Type (in millions)

2.4

3.7

2

1

0.8

0.665

0.4

0.54

0.357

0.7

0.43

0.13

0.6

1.2

0.815



Sheet1

				2014		2015		2016

		# of Records		2.4		3.7		2.0

		Per-Breach Cost		1		0.8		0.665

		Crisis Services		0.4		0.5		0.357

		Legal Defense		0.7		0.4		0.13

		Legal Settlement		0.6		1.2		0.815






NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

Cause of Loss

Data Type
Lost/Stolen Device
7% 19
28% 1% 2% 1% ® Other
O
® Paper Records
H PCl
® Rogue Employee
PHI 7%
PIl ® Staff Mistake
12%
B Non-card Financial 7% ’

® System Glitch
15% mOther

40% ® Theft of Hardware

® Unknown

20%

mN/A ® Theft of Money

® Wrongful Data
Collection
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				Cause of Loss

		Hacker		22%

		Lost/Stolen Device		12%

		Malware/Virus		20%

		Other		14%

		Paper Records		7%

		Rogue Employee		7%

		Staff Mistake		9%

		System Glitch		6%

		Theft of Hardware		1%

		Theft of Money		2%

		Wrongful Data Collection		1%






NetDiligence® 2016 Cyber Claims Study

Business Sector

B Entertainment
Financial Services
® Gaming & Casino

0,
5% 1% 2% 10% = Healthcare

9%

1% \ /
6%

14%
20% ‘ 2%

1% ® Retail

1% B Hospitality
® Manufacturing
® Media

19%
B Non-Profit

® Professional Services

[

B Restaurant

11%

® Technology

Telecommunications

HIGHLIGHTS OF FINDINGS —
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Organization Size

87%
—

2% Micro (S50M-S3001V

5% 1%

6% \

® Small ($300M-$28

1l

" Mid ($2B-5108B)

® |arge (S10B-S100B)

= Mega (> $100B)

B Unknown
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FU Fiie.
4. Encryption-Related Capabilities _

What Can You Do? —

»  VPNs andlor dedicated lines to partners, customers, senvice providers?
*  Secure FTP or file-level encryption for transmission over the Intemet?

*  E-mail transmission?

*  Wireless via WPAWPA2 or other advanced protecols (and elimination of WEP)?

... Assess Your Readiness e

* Production databases and unstructured file servers?
»  Employes laptops and other mobile computing devices?
USB Thumb Drives and other mobile storage devices?

Purpose: Showcase Strengths & ID Weakspots
e  Build on PCI/ HIPAA etc T =
e  Focus: Privacy & Security liabilities opesrs o have STRONG prackie

Compared with ALL clients from 2011:

e Reaffirm ‘reasonable’ safeguards

to have minimu m ctices

e  Benchmark to Standards & Peers COueTRuprr”

e  Show good faith efforts to compliance with Regs

it in process of phasing over to Trustwave-chosen

L] DOC yOUI’ C|OUC| Usage :":-n-—.-.—-n--_._--\. — e[ | his aspectof the infrastructure; sfp for bulk flle

e e e ﬂ;ﬁ:ﬂ;ﬁu{ien;imsermms,\EMmmNmes
e  Show lessons learned from past incidents (battle ready e T e [pss e s e
stance) Emmemmmmees o s s i
T
Cyber Risk Insurability Assessment e e—

*  Process should be collaborative e e
__________ —

e  Educate CEO about their own IT operations e i —
e  Wide-Angle: people, process & tech - e T

e

e

S e e —

e

P — =
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Preparedness Tips for Tech College

. Perform a

* Include any 3™ party IT & data storage dependencies (contractors, clouds, etc)

* Map your sensitive client data

* Review privacy with security (e.g. wrongful data collection exposure)

e Develop and operationalize a

* Bolster your IRP ... Self-help with outside experts

* Tiger Team experts

O

O O O O

Breach Coach® (legal expert)

Computer Forensics (triage and establish the facts who, what, when, where & how)
Notification & call ctr

Credit & ID Monitoring

PR

e  Conduct training on a regular basis to all employees and vendors

e Review insurance coverage for gaps, ensure ‘cyber liability’ (not just E&O)

DM
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The DMI eRiskHub

# Q = USER

DMII DISTRICTS MUTUAL INSURANCE > 3 . = 7
| Cottaborators in Risk Monagement | Home N er  Learning Sec Search Contact Us

Center

eRiskHub

CYBER RISK MANAGEMENT

Districts Mutual Insurance eRiskHub®

L8 |

Report a Breach

Use Tools & Catch Up on Browse Articles
Calculators Cyber News & Whitepapers
Welcome to the
Districts Mutual Insurance
eRiskHub®

If this is your first visit, take time to look around. You'll find a wealth of
information about how to protect your organization from cyber threats
and—if an incident should occur—how to minimize the damage.

We've also included a news service, a learning center and a directory
of specialty resources that can help you with different aspects of your

p ~BreachPlan
cyber risk management program. a ‘Cannect

https://eriskhub.com/home
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eRiskHub® Unique Features

Breach Coach®
NEW interactive 50 state map (updated by top breach lawyer)
Proprietary Risk Tools:

Free online security assessment (produces a scorecard benchmarking
report)

Free security posture research report (by SSC)
Free Security Policy library
Free access to Compliance Shield

Free use of Unique Research Tools
Cyber Claims paid & causes
Data breach cost calculator
Fines & penalties research tool
Cause of Loss
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DM & RISK MANAGEMENT SERVICES | C°'/ecraters in Risk Management |

April 2017 - Risk Mitigation Seminar

© O O O



50 State Interactive Breach Notice Law Map

Breach Notification Law Map - US

Select None Full 50 State PDF Download CSV
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Wisconsin
Encryption or Redaction
Exception:

N/A

Private Right of Action Included in
Breach Law?

No

Electronic Only or Paper
Included?

Any form

Law & Effective Date:

Wis. Stat. 5134.98 3/31/06 Security
Bulletin 1206 12/4/2006

Triggering Event (Risk/Harm or
Access):

Unauthorized acquisition of Pl unless
no material risk of identity theft or
fraud

Pre-Breach Measures Included in
Breach Law?

No

Regulated Activities Exclusion
(GLBA, etc):

N/AA

Criminal Investigation or Publicly
Available Information Exception?

Yes, both

Civil or Criminal Penalties?
No

“Personal Information” Definition:

CA plus DNA profile. biometric data
and excludes Pl that is redacted or
made unreadable by other method:
also, financial account #, etc. instead
of account #, etc.

Timing of Notification Following

Determination of Scope of Breach

& Restoration of System Integrity:
‘Within a reasonable time. not to
exceed 45 days. unless no material
risk of identity theft or fraud

Other Parties to be Notified
(Excludes State Agency
Obligations Except Insurance):

Consumer Reporting Agencies if
notifying 1,000+ individuals: Insurers,
Gift Annuities, Warranty Plans, Motor
Clubs, and Emp. Benefit Plan Admin
must notify the Office of the Comm. of
Insurance within 10 days

| Collaborators in Risk Management |




Tools — Claims Scenarios

Claim Scenarios

Business Sector
\d Education x |*
Data Type
ies Click on the Scenario ID Number to view details of a particular event.
Counitry 4 BusinessSeclor 4 Revenue 4 Typeof
us Education Unknown Pl
Education Unknown Pl

us Edu Unknown Pl

4 Causeof

Loss / Theft $57.000
Staff Mistake $100.000
Staff Mistake $250.000
Staff Mistake $38.000

Sean:r[l—

4 TolalCost %

us Education Unl PIl

us Education Unknown

us Education Micro-Revenue ($50M-5$300M) PIl

us Education Unknown Pl

us Education Unknown Pl

us Education Unknown PIl

us Education Nano-Revenue (<$50M) Unknown

Showing 1 to 10 of 28 entries

Claim Scenario 1030

Country:

Revenue Size:

Business Sector:

Year of Incident:

Records Compromised
Cause of Loss

Third Party Breach:
Insider Involvement:
Hours of Network Outage:

SIR

Crisis Services

Forensics.
Notification
Credit/ID Monitoring
Legal Guidance/Breach
Coach®
Other

Sub-total

us An employee of a medical college lost a USB drive while traveling from a teaching hospital to the college office.

Unknown

The drive contained personally identifiable information of 2.000 hospital resident applicants

Education
Unknown
2000

Loss / Theft
No

No

o

- Legal Damages PCI
Defense - Fines
. Setgjg' ti:‘tta\ — Business Interruption
) Lost Income
$57.000 Regutatory Action System Recovery
Defense Sub-total
Fines -
. Sub-total -
$57.000
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Tools — Fines & Penalties

Fines and Penalties

Type of Action

7]

[4/]
1]
(%]

Oregon Health & Science
University

Columbia University

The University of
Washington School of
Medicine

University of
Massachusetts Amherst

University of Hawaii

Univerisity of Miami

Country Breach Sector Sort By Amount

7]

tn

v Education % [

[4/]
1]
(%]

Regulatory Agency / |

ry
Type of Lawsuit v shenn ST
Education 2013 7.066 Regulatory Department of Health $2700.000 United Lost/Stolen
and Human Services States Laptop/Device
(HHS)
Education 2010 6.800 Regulatory Department of Health $1500.000 United Glitch
and Human Services States
(HHS)
Education 2013 90.000 Regulatory Department of Health $750.000 United Malware/Virus
and Human Services States
(HHS)
Education 2013 1670 Regulatory Department of Health $650.000 United Malware/Virus
and Human Services States
(HHS)
Education 2009 90.000 Legal Class Action $550.000 United Other
States
Education 2013 Unknown  Legal Class Action $100.000 United Lost/Stolen
States Laptop/Device

Showing 1 to 6 of 6 entries

Previous 1 Next

nent |
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Tools — Publicized Breach Events

Publicized Breach Events

Country/Region Industry Sector Possible Cause Breach Scope

Select v Education x (v Select v Select v
Data Type Breach Month Breach Year Lawsuit Filed

Selec v Select v Select v Select v

Organization / Company
Breached

Albright College 2011 Education Theft 10,000 Pl Unknown Albright College in Reading is
putting its current. prospective,
and f..

Arizona State University 2012 Education Hacker Unknown Pl Unknown Arizona State University restored
service to its main online
computer ..

Arkansas State University 2014 Education Hacker 50,000 Pl Unknown The Arkansas Department of

Human Services has notified
Arkansas State ...

Auburn University 2013  Education Staff mistake Unknown Pl Unknown The School of Forestry and
Wildlife Sciences at Aubumn
University rece...

Auburn University 2015 Education System glitch 364 Pl Unknown Thousands of students who never
even applied to Auburn University

have.. ement |

I SERVICES
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Tools — Cause of Loss

Cause of Loss
INTRODUCTION

Explore the causes of loss for a given industry.

Select Industry:

Education

DM
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Tools — Sample Security Policies (free)

Sample Policies

W Acceptable Use Policy

B Antivirus and Malware Policy

4 Incident Response Plan Policy

M Information Security Policy

B MDM-BYOD Auto-Wipe Waiver

E Mobile Computing Policy

4 Personal Device Use (BYOD) Policy

B Physical Security Policy

& Posting and Removal of Online Content

Sample Information Security Policy Template

M Security Awareness Training and Education Policy
Security Policy 101 - Essential Policies for Business
B Sensitive Information Handling

Social Networking Acceptable Use

Web Site Privacy Policy

DM
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Cyber Risk Blog - Junto

JETRO V. MASTERCARD: NEW CONCERNS FOR
MERCHANTS AND INSURERS

iy

’a-'

A Q&A with Doug Meal

The brave new world of cyber liability got a lot more complicated last May. That's when the
Jetro Holdings LLC v MasterCard Inc. case held that if a card brand withholds merchant funds
to satisfy the brand’s PCI fines and assessments following a data breach, the merchant has no

Posted by Mark Greisiger

legal recourse against the brand—even if the brand acted unlawfully in imposing the fines and
assessments in the first place. I talked to attorney Doug Meal of Ropes & Gray, LLP, to explore

Exchanging ideas on cyber risk

this case and its implications for retailers and their insurers.

Can you please provide an overview of this case and explain
why hoth clients and their cyber liahility insurers should be
concerned ahout the ruling and overall outcome?

Jetro is a restaurant supply merchant that suffered a data
security breach back in 2011 and a second one in 2012. Efforts

y liability were made by the criminals to steal payment card data from
Jetro during the breaches, but the criminals were never caught
and there has never been confirmation that account data was
actually stolen. Nonetheless, MasterCard asserted that Jetro was
liable, under its rules, for $6.5 million in fines, fees and
assessments, and based on that assertion MasterCard withheld
$6.5 million of funds that Jetro was due for purchases Jetro
customers had made using MasterCard-branded payment cards.

Jetro believes MasterCard acted in violation of its own rules and
New York law in imposing and collecting the $6.5 million. The
wrinkle is that, because MasterCard doesn’t enter into contracts
directly with merchants like Jetro—but instead contracts with

The trial court's
decision should be
of grave concern to
both merchants and
the cyber insurers
who insure them
against liabilities
they may incur in
the context of cyber
events. This
decision, if it stands
up on appeal,
means that a
merchant will have

Example topics (interviews):

- Sorting Out the Consequences of PCI
Data Security Noncompliance

- Revisiting PCI

- Mobile Payments: How Much Risk Is Too
Much?

- EMV and Payment Security: What's Next

- Backoff Malware: A POS Nightmare

- Keeping Up With Payment Card Industry
Data Security Standards

- Using Data Security Policy Templatesto
Maximum Effect

- Payment Cards and Data Breaches
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NetDiligence’
eRiskHub'  BreachCoach

~BreachPlan : .0
‘Connect QuietAudit

Mark Greisiger
NetDiligence®

610.525.6383
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