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About NetDiligence® 

• Aegis 
• AIG 
• Allianz 
• Arch 
• Argo 
• Aspen 
• Axis 
• Barbican 
• Beazley 
• Berkley 
• Berkshire 

Hathaway 
• Brit 
• Chubb 
• Cuna Mutual 
• DMI 
• Endurance 
• Hiscox 

• HSB 
• Ironshore 
• Kiln 
• Liberty 
• Markel 
• National 

League of 
Cities 

• One Beacon 
• Philadelphia 
• Principia 
• QBE 
• RLI 
• Starr 
• Swiss RE 
• Travelers 
• Trans Re 
• USLI 

• Vela 
• XL 
• Zurich 

• 15+ years supporting the cyber liability 
insurance industry. 

• For loss control service, we support the 
majority of cyber liability insurance markets. 

• We conduct cyber risk assessments on 
organizations – and their vendors – all sizes 
and sectors. 

• We build/ host Breach Response Plans 
• We also support most (60+) cyber risk 

insurers – and their insured clients – with 
post data breach crisis support via eRisk 
Hub  
 

Sampling of insurers that we support: 
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Why Are We Here? 

http://www.businessinsurance.com/
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Client Concerns: Data Breach Trends  
Tip of the iceberg! … many more (most) undetected or not reported 

Most breaches 
unreported or 
not discovered 
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College IT Worry: Data is Everywhere! 
Tech Colleges Are: 
• Highly Dependent on technology  
• Collecting/ sharing vast PRIVATE data 

(students, alum, staff) 
• Continuing to outsource (CLOUD) 
• Replicating data everywhere  
• Finding it difficult to trace data flow (i.e. your 

data is now in your Cloud’s Cloud)  

Data & Dependencies are Everywhere:  (1.) Servers; (2.) Corp Databases/Web Applications; (3.) Remote Users ( 
Laptops/ iPhones); (4.) Back-Up/Storage Facilities; (5.) Service Providers/ CLOUD;  (5.b) The Clouds for your 
Clouds (6.) Contractor systems, (7.) Credit Card Processors;  (8.) Mobile Apps (9) your ‘Big Data’ analytic 
marketers etc…  
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Cyber Threats Facing Tech Colleges   
• Insiders: Malicious and Disgruntled Employees/Students  

• Changing data/ Deleting data/ Destroying data or programs with logic bombs/ Crashing 
systems/ Holding data hostage/ Stealing & selling data/ Entering data incorrectly 

• Outside Attackers or ‘Hackers’ (they don’t know you & don’t care if you’re large or small) 
• Intrusion / hack  
• DDoS 
• Social Eng (Phish Fight) 
• Email Hacking  
• Extortion  

• Viruses & Malware 
• Non-Malicious – Employees (Email & Mailing errors or lost laptops) 
• Non-Malicious – System/Coding Glitch  
• Trusted 3rd Party: BA Vendor/Cloud Breach Coach or Mishap (they control your data or 

systems)  
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2 of Many Challenges: 
- Protecting wide array of info assets across many nodes! 
- Employees  & Vendors duped by Phishing! 
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Growing Concern: Class Action Liability  
In the News 
 

• Maricopa College waited 7 
months to notify 2.4 million 
students of data breach  
• Maricopa County 
College’s computer hack 
cost tops $26M 



April 2017 - Risk Mitigation Seminar 

Very Common Technical Weakspots (not going away) 

PROBLEM 1) IDS or ‘Intrusion Detection Software’ (Bad guy alert system) 
• Studies show that 70% of actual breach events are NOT detected by the   
           victim-company, but by 3rd parties (and many more go undetected completely). 
• FTC and plaintiff lawyers will cite ‘failure to detect’ 
 
PROBLEM 2) Encryption (of private data) 
• Vary rarely used P2P or across a full enterprise  
           (email, web app databases, laptops, clouds etc) 
 
PROBLEM 3) Patch Management- Challenges: 
• All systems need constant care (patching) to keep bad guys out. 
• Verizon DBIR 2016: over 85% breaches caused by old/ known exploits (Top 10 CVEs. Over 1 yr to 7 yrs old) ! 
 
PROBLEM 4)  Vendor Mis-Management  
• Vendors more often now in care, custody & control of YOUR systems or data  
• Often no oversight; little due diligence  
• SLAs often disown security assurances (no defense or indemnity contractual provisions; waive right to subrogation)  
• 1 on 3 events caused by 3rd party vendor  
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What are some exposures? 



April 2017 - Risk Mitigation Seminar 

NetDiligence® 2016 Cyber Claims Study 
• Sample Size = 176 claims  
             Detailed partner report now inside your eRiskHub® 
 
• Per Breach Costs 

• Average breach cost: $665K  
• Comment:  more representative of ‘main street’ than Wall St, 

Small biz = 87% of claims.  
• Large Co:    $6M (up from last year) 
 

• Per Record Costs 
• Average per-record costs: $17K* (median = $40) 
*Spiked avg due to 3 big ‘outlier’ claims; one was over a $1M per 

record!  
• Cost Range:  $0.03-$1.6M (pennies to million) 

–––––––––– HIGHLIGHTS OF FINDINGS —––––––––– 
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NetDiligence® 2016 Cyber Claims Study 

• Crisis Service Costs 
(forensics, legal counsel, notification & credit monitoring) 

• Average cost: $357K (Median: $43K) 
• Breach Coach® lawyers helping control crisis 

costs 
 
 

• Legal Costs  
(defense & settlement) 

• Average cost of defense:        $130K (Median: $16K) 
• Average cost of settlement:   $815K (Median: $250K) 

–––––––––– HIGHLIGHTS OF FINDINGS —––––––––– 
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NetDiligence® 2016 Cyber Claims Study 
–––––––––– HIGHLIGHTS OF FINDINGS —––––––––– 

COMPARING 2016 TO PRIOR YEARS 

 


Chart1
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Sheet1

				2014		2015		2016

		# of Records		2.4		3.7		2.0

		Per-Breach Cost		1		0.8		0.665

		Crisis Services		0.4		0.5		0.357

		Legal Defense		0.7		0.4		0.13

		Legal Settlement		0.6		1.2		0.815
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NetDiligence® 2016 Cyber Claims Study 
–––––––––– HIGHLIGHTS OF FINDINGS —––––––––– 
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				Cause of Loss

		Hacker		22%

		Lost/Stolen Device		12%

		Malware/Virus		20%

		Other		14%
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		Theft of Hardware		1%

		Theft of Money		2%

		Wrongful Data Collection		1%
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NetDiligence® 2016 Cyber Claims Study 
–––––––––– HIGHLIGHTS OF FINDINGS —––––––––– 
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				Business Sector

		Entertainment		2%

		Financial Services		10%

		Gaming & Casino		1%

		Healthcare		19%

		Hospitality		6%

		Manufacturing		2%

		Media		1%

		Non-Profit		11%

		Other		20%

		Professional Services		14%

		Restaurant		1%

		Retail		9%

		Technology		5%

		Telecommunications		1%
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				Organization Size

		Nano (<$50M)		47%

		Micro ($50M-$300M)		27%

		Small ($300M-$2B)		13%

		Mid ($2B-$10B)		6%

		Large ($10B-$100B)		5%

		Mega (> $100B)		1%

		Unknown		2%
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What Can You Do? 
… Assess Your Readiness 
Purpose: Showcase Strengths & ID Weakspots 
• Build on PCI/ HIPAA etc 
• Focus: Privacy & Security liabilities  
• Reaffirm ‘reasonable’ safeguards 
• Benchmark to Standards & Peers 
• Show good faith efforts to compliance with Regs   
• Doc your Cloud Usage  
• Show lessons learned from past incidents (battle ready 

stance) 
 
Cyber Risk Insurability Assessment  
• Process should be collaborative  
• Educate CEO about their own IT operations  
• Wide-Angle: people, process & tech   
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Preparedness Tips for Tech College   
• Perform a Cyber Risk Assessment  

• Include any 3rd party IT & data storage dependencies (contractors, clouds, etc) 
• Map your sensitive client data 
• Review privacy with security (e.g. wrongful data collection exposure) 
 

• Develop and operationalize a data breach Incident Response Plan 
• Bolster your IRP … Self-help with outside experts 
• Tiger Team experts 

o Breach Coach® (legal expert) 
o Computer Forensics (triage and establish the facts who, what, when, where & how) 
o Notification & call ctr 
o Credit & ID Monitoring 
o PR 

 
• Conduct training on a regular basis to all employees and vendors 
• Review insurance coverage for gaps, ensure ‘cyber liability’ (not just E&O) 
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The DMI eRiskHub 
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eRiskHub® Unique Features 
Breach Coach® 
NEW interactive 50 state map (updated by top breach lawyer) 
Proprietary Risk Tools: 

Free online security assessment (produces a scorecard benchmarking 
report) 

Free security posture research report (by SSC) 
Free Security Policy library 
Free access to Compliance Shield 
Free use of Unique Research Tools 

o Cyber Claims paid & causes 
o Data breach cost calculator 
o Fines & penalties research tool 
o Cause of Loss  
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50 State Interactive Breach Notice Law Map 
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Tools – Claims Scenarios 
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Tools – Fines & Penalties 
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Tools – Publicized Breach Events 
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Tools – Cause of Loss 
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Tools – Sample Security Policies (free) 
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Cyber Risk Blog - Junto 
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Thank you! 
Mark Greisiger 
NetDiligence® 

Mark.Greisiger@NetDiligence.com 610.525.6383 

mailto:Mark.Greisiger@NetDiligence.com
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